
Measuring Data Quality in STIX-based SOAR Platforms

MASTERARBEIT

zur Erlangung des akademischen Grades
Master of Science in Engineering

Eingereicht von

Konstantin Papesh, BSc

Betreuung: FH-Assistenzprof. Dr.techn. Emmanuel Helm, MSc

Hagenberg, September 2022





Declaration

I hereby declare that the thesis is entirely the result of my own original work. Where other
sources of information have been used, they have been indicated as such and properly
acknowledged. I further declare that this or similar work has not been submitted for
credit elsewhere. This printed thesis is identical with the electronic version submitted.

Hagenberg, 2nd September, 2022

Konstantin Papesh

iii





Contents

Preface vii

Abstract ix

Kurzfassung xi

1 Introduction 1
1.1 Landscape . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Goal . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.3 Involved Stakeholder . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.4 Structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2 Background 5
2.1 Cyber Threat Information and Intelligence . . . . . . . . . . . . . . . . 5
2.2 Structured Threat Information Expression . . . . . . . . . . . . . . . . 5
2.3 Security Operations Center . . . . . . . . . . . . . . . . . . . . . . . . 7
2.4 Security Orchestration, Automation, and Response . . . . . . . . . . . 7
2.5 Data Orchestrator . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
2.6 Playbook . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
2.7 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

3 Possible Approaches 13
3.1 Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
3.2 Possible STIX Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
3.3 Possible API Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
3.4 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
3.5 Final Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

4 Methodology 31
4.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
4.2 Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
4.3 Playbook Execution in Detail . . . . . . . . . . . . . . . . . . . . . . . 32
4.4 Hook . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
4.5 Scraper . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

v



4.6 Analyzer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
4.7 API . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46
4.8 Frontend . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

5 Results 49
5.1 Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49
5.2 Report Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50
5.3 E-Mail File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51
5.4 Malicious Hash . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

6 Discussion & Outlook 59
6.1 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
6.2 Outlook . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

A Technical Details 63

List of Figures 69

List of Tables 71

List of Algorithms 73

Glossary 75

Acronyms 77

Bibliography 79



Preface

Do not act as if you were going to
live ten thousand years. Death
hangs over you. While you live,
while it is in your power, be good.

Marcus Aurelius

Before starting this work, I was not particularly familiar with security systems or Cyber
Threat Intelligence in general. Nevertheless, it was interesting to delve into the workings
of today's cyber threat defence and to contribute just a little bit to its progress. This
thesis was fun to implement and write. I hope it is also bearable to read.

Thanks to Emmanuel Helm for advising and guiding me throughout this thesis and
gratitude to Christoph Praschl and Sebastian Pritz for proofreading, and the AIST sta�
in general; I enjoyed writing this thesis in your company. I would also like to thank
Nextpart which allowed their platform Guardia to be used within this thesis.

Thanks to everyone for sticking to me. Thanks to all my friends for enduring me
in general, but especially while writing my master thesis. I would also like to thank
Dallmayr, J.Hornig and Bio-Ka�eerösterei Kurt Traxl for supplying dearly needed energy
for my studies. Furthermore, I would like to thank the HSD-Kuchl, Starkenberger,
whoever installed the air-conditioning in our o�ce, Heaven Shall Burn, Kasger, the
publicity department of Turkish Airways, the Österreichische Bundesbahnen and its main
competitor, Westbahn, MPreis and last but not least, IKEA.

And �nally, a big thank you to Viktoria and the whole team at the university pub. I will
miss you.

vii





Abstract

Security analysts use Security Orchestration, Automation, and Response (SOAR) plat-
forms to dissect and analyse possible malicious data. These platforms rely on external
services to enrich the given data. However, the data quality of new services is often
unknown. To mitigate this issue, metrics can be established to assess di�erent parameters
in connection with data quality.

This thesis analyses Cyber Threat Intelligence (CTI) metrics currently proposed in the
literature on their viability within Structured Threat Information Expression (STIX)-
based SOAR platforms and implements the �rst version of such a measuring framework.
Multiple metrics are compared against a list of requirements set by the nature of SOAR
platforms. After viable metrics are identi�ed, they are implemented within a framework
which hooks into an existing SOAR platform. Finally, the framework is tested, and the
calculated metrics are discussed.

The conclusion is that there are metrics available that can be altered to work with
SOAR platforms. However, some metrics rely on parameters not readily accessible from
SOAR platforms. That means the design of these platforms also needs to consider the
requirements for data quality frameworks.
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Kurzfassung

Sicherheitsanalysten verwenden Security Orchestration, Automation, and Response
(SOAR) Plattformen, um Schadsoftware zu sezieren und analysieren. Diese Plattfor-
men benötigen externe Dienste um die vorhandenen Daten anzureichern. Oft ist die
Qualität neuer Dienste jedoch unklar. Um dieses Problem zu beheben können Metrik
aufgestellt werden, welche verschiedene Parameter in Bezug auf Datenqualität erheben.

Diese Arbeit analysiert Cyber Threat Intelligence (CTI) Metriken, welche in der aktuellen
Literatur vorgeschlagen werden, auf ihre Verwendbarkeit innerhalb Structured Threat
Information Expression (STIX)-basierten SOAR Plattformen und implementiert eine
erste Version eines solchen Frameworks. Mehrere Metriken werden mit einer Liste an
Anforderungen von SOAR Plattformen verglichen. Nachdem verwendbare Metriken
identi�ziert sind, werden diese innerhalb eines Frameworks implementiert, welches in eine
existierende SOAR Plattform eingebunden wird. Schlussendlich wird dieses Framework
getestet und die berechneten Metriken diskutiert.

Als Fazit kann gesagt werden, dass bereits Metriken existieren welche abgeändert in SOAR
Plattformen eingesetzt werden können. Jedoch verlangen manche Metriken Parameter
welche nicht einfach von SOAR Plattformen zur Verfügung gestellt werden. Das bedeutet,
dass auch SOAR Plattformen auf die Anforderungen eines Datenqualitätsframeworks
eingehen müssen.
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CHAPTER 1
Introduction

The cyber threat landscape is vast and ever-changing, with organizations progressively
integrating Cyber Threat Intelligence (CTI) into their defences against cyber attacks
[1]�[5].

This thesis presents an architecture for analyzing di�erent sources providing CTI within
a Security Orchestration, Automation, and Response (SOAR) platform. Each source
analyses suspicious data and returns intelligence. This intelligence is analyzed and
weighted against other sources, providing insight into how much intelligence a source
o�ers and how much impact that information has.

This chapter describes the motivation behind an automated assessment of CTI sources,
followed by the goal of the thesis. Lastly, the structure of the work is given.

1.1 Landscape

With more devices connected to the internet, cyber security gains importance. Web-
enabled devices also mean a potential attack vector for adversaries [6]�[8]. And once
attackers have successfully attacked an organization, there is a possibility of substantial
losses to productivity, capital or customers [9].

As attacks become more sophisticated, companies can no longer depend on simple �rewalls
and virus scanners to keep threats at bay. Instead, CTI is used by a Security Operations
Center (SOC) to gain enough insight into the current threat landscape to respond to
emerging threats appropriately. This CTI cannot be created by a single company alone,
so CTI sharing has become commonplace with communities and organizations exchanging
threat information on marketplaces [10]. Several standards have been proposed for
CTI sharing, such as Open Indicators of Compromise (OpenIOC), Cyber Observable
Expression (CybOX) or Vocabulary for Event Recording and Incident Sharing (VERIS),
with Structured Threat Information Expression (STIX) being the most common one [11].
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1. Introduction

These marketplaces can be open for anyone to contribute, only available to participating
organizations or accessible only by payment.

With open-source marketplaces often being un-curated and lacking detailed reports, orga-
nizations rely on paid, curated CTI services to satisfy their cyber security requirements,
with 44% of companies choosing to do so [12].

These feeds can also be used for forensic purposes. Suspicious data may be captured by
security analysts, which then needs to be analyzed. For this, SOAR platforms can be
used, which present analysts with an interface to upload, annotate and review �les [13].
By uploading suspicious data, a case is opened where the uploaded �le is automatically
analyzed and enriched by multiple background services. The resulting data of the services
are then merged into an overview which can be viewed by the analyst and annotated.

What is unclear is the quality produced by these services. Services rarely self-evaluate
themselves, and quality is highly dependent on how the service is used and in what context.
Some services provide intelligence on multitudes of topics where it is possible that one
subject is covered in great length while other topics are served better by other providers.
Studies within this �eld are getting quickly outdated, are using a generic approach not
applicable for the often speci�c domains of cyber security or are anonymizing the feeds to
preserve privacy but leading to no business value as quality services cannot be discerned
[11], [14], [15].

1.2 Goal

This work aims to �nd metrics for CTI quality measurement and implement them within
a framework able to evaluate services and their results. The calculated scores for each
service should be able to be compared against each other and should not rely on long-term
observation of the source. Several approaches to quality scoring are evaluated; viable
metrics are chosen, implemented and augmented to satisfy the requirements set by the
nature of SOAR platforms, namely case-based analysis of threats. The following research
question will be the focus of this work: How can data quality be measured within Security
Orchestration, Automation, and Response platforms?To ease answering this question,
the following sub-question have been formulated:

1. What CTI measurements do already exist?

2. How can these be altered to work with CTI data of a SOAR platform?

3. How can a CTI rating framework be incorporated into a SOAR platform?

1.3 Involved Stakeholder

The company Nextpart, located in Linz, Upper Austria, specializes in cyber security
and o�ers consulting as well as tools to avoid cyber threats. Its main product, Guardia,

2



1.4. Structure

also calledSOC-Toolkit, specializes in the enrichment of security incidents by o�ering
automated playbooks for security analysts. These playbooks enrich incidents by aggre-
gating information about the incident from multiple CTI sources. As a stakeholder in
this thesis, Nextpart provides feedback on the implemented algorithm.

1.4 Structure

The work is structured as follows: Chapter 2 provides background information and related
work about the topic. The basics about CTI and its tools are explained. Chapter 3
compares di�erent methodologies for assessing CTI sources. Multiple approaches from
literature are introduced, and their e�ectiveness in SOARs are discussed. The following
Chapter 4 describes the implementation of the proposed architecture, with all components
used within the framework explained in detail. The framework is then tested in Chapter 5,
where multiple STIX bundles are analyzed with the framework. The results are visualized
and analyzed in the following Section 6.1, where the work concludes with a summary
and outlook.
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CHAPTER 2
Background

This chapter will start with the de�nition of cyber threat information and intelligence.
Then, the used Cyber Threat Intelligence format Structured Threat Information Expres-
sion is described. This format is then used by Security Operations Center and, more
speci�cally, Security Orchestration, Automation, and Response platforms, both of which
are described. Then, the necessary data orchestrators are described, which are needed to
run playbooks used by SOAR platforms. Finally, a literature review is done.

2.1 Cyber Threat Information and Intelligence

Cyber threats, as de�ned by the Computer Security Resource Center of the National
Institute of Standards and Technology, are circumstances or events with potentially
adverse e�ects on organisations, their operations and assets or individuals via unauthorised
access, destruction, disclosure, modi�cation of information or denial of service [16]. Cyber
threat information can be used to mitigate, prevent and analyse attacks on computer
infrastructure. It provides information about how systems can be attacked, what �les may
be malicious or what zero-day exploits are currently threatening the integrity of servers.
Cyber threat information can be converted into CTI by transforming and enriching it to
provide a context for decision-making [17]. CTI can be created from an organisation's
internal systems or be received from public or paid web services which specialise in CTI
aggregation.

2.2 Structured Threat Information Expression

STIX can be used to exchange CTI [18]. It allows organisations to share threat intelligence
using a clear and de�ned standard. Based on the Java Script Object Notation (JSON),
version 2 minimizes its memory footprint compared to version 1's Extensible Markup
Language (XML) representation while maintaining its human readability [19]. An example

5



2. Background

of a STIX JSON can be seen in Listing 2.1. Currently, most services provide and support
version 2 of STIX. From this point onwards, STIX refers to STIX 2.1, unless mentioned
otherwise.

{
"created": "2022-07-23T13:02:04.599135Z",
"modified": "2022-07-23T13:02:04.599135Z",
"spec_version": "2.1",
"type": "email-message",
"id": "email-message--b3bf4d69-660e-550d-b6b9-76e81346b3ef",
"date": "2022-03-09T11:56:04.000000Z",
"content_type": "text/html",
"from_ref": "email-addr--6f9b26ba-98c3-5dba-ac4c-5db89ec7bef2",
"to_refs": [

"email-addr--81122ca3-e9bc-5ab4-83ff-73e46c618359"
],
"subject": "How's the master thesis going?"

}

Listing 2.1: Example of a STIX 2.1 JSON �le representing an email object.

A STIX bundle acts as a container for arbitrary STIX objects. These objects are not
required to be connected or have anything in common. STIX objects are further divided
into two groups, STIX Core Objects, which are used to represent CTIs, real-world
instances and relationships between them and STIX Meta Objects (SMO), which are
used to supplement some STIX objects with metadata for user and system work�ows,
see Table 2.1.

STIX Core Objects are further broken down into three classes:

ˆ STIX Domain Object (SDO)

ˆ STIX Cyber-observable Object (SCO)

ˆ STIX Relationship Object (SRO)

STIX Objects
STIX Core Objects STIX Meta Objects (SMO)

STIX Domain
Objects
(SDO)

STIX Cyber-
observable

Objects
(SCO)

STIX
Relationship

Objects
(SRO)

Extension
De�nition
Objects

Language
Content
Objects

Marking
De�nition
Objects

STIX Bundle
Object

Table 2.1: The taxonomy of STIX. Source [18].

STIX Domain Object (SDO) objects are some of the most common STIX objects
encountered. They represent concepts of CTI such as infrastructure, identities, locations
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2.3. Security Operations Center

or incidents. These domain objects convey information about speci�c entities relevant to
the current case. For example, anIdentity object must include a name property, but may
also possess an optionalcontact_information property telling security analysts how
to contact said identity.

STIX Cyber-observable Object (SCO) objects are used to enrich SDOs by o�ering
information about host-based or network-based occurrences. For example, an application
running or speci�c network packages being sent may be described in an SCO and then
connected to an SDO via an SRO.

STIX Relationship Object (SRO) objects indicate relationships between two SDOs or
SCOs. These relationships can link an SDO or SCO to another SDO or SCO with the
type property specifying the kind of relationship, i.e. using the type exploits to link
a malware object to a vulnerability. SCOs are used to show the interaction between
di�erent objects in the graph. Some relationships are embedded within the objects
themselves, most importantly created_by_ref which connects an object to its creator
identity.

2.3 Security Operations Center

SOC are used by security analysts to overview, enter and analyse cases within their
domain of responsibility [20]. SOCs can act as an interface between the human security
expert and the underlying architecture of threat identi�cation. SOCs can be used to enter
possible indicators of attacks or unknown �les, which are then automatically analysed,
and the results are shown. These cases can then be visualised for easier consumption
and annotated for further investigation or reference if another similar case occurs.

2.4 Security Orchestration, Automation, and Response

SOAR platforms are used to collect and view data from various security software services
[21]. These platforms try to solve the problem of having too many manual processes
while analysing security incidents, as manual processes may increase the probability of
missing alerts, loss of critical response time via manual data enrichment, and having
non-standardised work�ows [21]. According to Lawson and Price [13], SOAR solutions
have grown out of three di�erent technologies, namely Security incident response platform
(SIRP), Security orchestration and automation (SOA) and Threat intelligence platform
(TIP), as Figure 2.1 shows.

SOAR platforms are using automated processes to handle security incidents faster by
using prede�ned playbooks[21]. These playbooks are composed of di�erent services based
on the incoming incident type.
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2. Background

Figure 2.1: Components of a SOAR platform. Source [13].

2.5 Data Orchestrator

A data orchestrator is used to transform input data via multiple di�erent job stages
into an output with the help of an orchestration graph [22]. Input and output, as well
as the di�erent job stages, calledOps, are de�ned by the software architect, and their
functionality depends on the given data orchestrator. Ops are atomic pieces of code
which can be reused in multiple jobs, reducing code duplication.

2.6 Playbook

SOAR platforms rely on playbooks to function. These playbooks are prede�ned by
security analysts based on services available and previous experiences with the same
incident type. To visualise the work�ow a security analyst will take, following Section 2.6.1
highlights an example usage of a playbook within the Guardia software.

2.6.1 Example Use Case

A security analyst gets forwarded a suspicious email by an employee who is unsure if it
is real, spam or even malicious. To get an overview of possible threats contained within
the email, a tool like a SOAR platform can be used to analyse said email.
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2.6. Playbook

First, the security analyst downloads the email and saves it as a.eml or .msg �le.
Then the web interface of the SOAR platform can be accessed. The welcome screen
allows the security analyst to upload the email via drag-and-drop or via a �le selection
window. Uploading a �le selects a playbook based on the �le type and �le properties.
In Figure 2.2, the email �le is being uploaded, so the playbookDirect Email Playbook
is selected. This playbook is further customisable by adding tools to the investigation
run. These tools can look up WHOIS entries for domains contained within the email
body or try to see if the sender's email is contained within a blocklist. When the security
analyst is satis�ed with the services selected, the playbook can be started by clicking the
Investigate button on the bottom of the interface.

Figure 2.2: An email �le being uploaded to Guardia.

After the playbook has been launched, Guardia will automatically execute all selected
services and aggregate the results to a STIX graph. For a detailed technical explanation
about playbook execution refer to Section 4.3.2. Depending on the number of services
chosen, the playbook will run for a few minutes.
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2. Background

After the playbook is �nished, the security analyst is redirected to a page showing the
�nished playbook from which a decision can be made if the email is a threat or not. A
possible view of the case is presented in Figure 2.3. As can be seen, the graphs can be
extensive.

Figure 2.3: The resulting STIX graph as displayed by Guardia.

As can be seen from the already long list of integrations in Figure 2.2, the correct choice
of integration is important. Selecting all possible integrations is a naive and unviable
approach; with growing integrations, the run time and expenses will increase with every
service selected. For every additional service selected, computation time is added by
sending requests and parsing responses. Additionally, some services require a fee for
usage; this fee is always applied, even when the service returns no to little intelligence.

Rating received CTI may bene�t security analysts, software architects and platform
consultants alike. For security analysts, the knowledge of which service provides more
structured and relevant CTI supports them in deciding which services can be used within
SOAR playbooks. Software architects on the other hand can use the metrics to verify
transformation implementations as some services do not return STIX; with these services,
transformers need to be used to convert the structured response into a STIX bundle.
Having the ability to check these bundles for possible missing properties or loss of quality
may be a welcome addition to the development process. Additionally, persisting the
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2.7. Related Work

metrics for each service after a playbook run may show quality trends of services; some
services may improve their service quality while some may have a decrease in quality. A
sudden drop in quality may indicate a change in data format; when a transformer is used
and the format changes, properties may not be mapped properly anymore.

Finally, having a numeric metric allows security consultants to recommend services for
customers to use in their playbooks based on the customers' �eld of technology. For
example, for a new customer in the banking sector, the security consultant can review
the metrics of already existing customers in the same sector. Knowing which services
return the most suiting results may increase customer satisfaction from the start of the
partnership.

2.7 Related Work

While SOCs are getting more common currently, automated aggregation of CTI is
uncommon. Even more so is automated evaluation and scoring of said aggregated CTI.

Systems dealing with automated STIX generation and automated evaluation focus on
unstructured intelligence [23], which is not applicable for already structured STIX data.
These approaches often use arti�cial intelligence to classify data for importance. With
already structured data, this approach may be less accurate and more wasteful of resources
than simple metrics.

One paper [24] introduces four metrics for CTI feeds;Timeliness, Sensitivity, Originality
and Impact. These metrics however are not based on live measurements, they incorporate
data from a speci�c time frame, i.e. 7 months and need additional, worldview data to
calculate a score for sources. This additional worldview data is also not available or
needs extensive crawling and collecting for some cases of Guardia. Another work [25]
also includes some metrics,Volume, Di�erential contribution , Exclusive contributions,
Latency, Accuracy and Coverage. Again, these metrics are based on a long-term view of
the feeds and are not applicable for case-based scores.ETIP [26] has a similar approach
to calculating metrics for given data input, however, they use more complex heuristic
features taking into account every possible type of STIX object. Each property of
every type needs to be assigned a weighting score manually, leading to overhead for
security analysts. Additionally, the metrics are again more relevant for worldview type of
application than for single-case application, i.e. the weight criteriaRelevancecalculates
if the received CTI is mentioning assets in your domain; with case-based analysis, with
services just returning information for a single asset, this metric is of little importance.
Ramsdaleet al. [27] give a broad overview of sources, formats and languages. While
mostly concerned about the general usage of di�erent CTI formats, minor analytics are
applied to STIX data, however, no metrics are composed or applied broadly to data.
Wagner et al. [14] analyze di�erent CTI platforms based on their original sources, vetting
processes and trust mechanism. It focuses mainly on establishing trust and a total of 30
services are compared. A trust taxonomy is proposed and compared against other trust
taxonomies. Menges and Pernul [28] give insight into multiple CTI exchange formats
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2. Background

by de�ning some evaluation criteria and then comparing standards with them. Four
standards and two di�erent versions of standards are compared. The work of Sauerwein
et al. [11] focused on multiple CTI sharing platforms by performing a systematic study. 22
CTI platforms were compared based on functionalities and capabilities. The research of
Serranoet al. [29] gives an overview of the major challenges of CTI sharing and proposes
some solutions for them. Wagneret al. [2] discuss CTI sharing in general, visiting a few
key points such as automated sharing, risks, trust and privacy. It includes an extensive
review of literature related to CTI sharing, including a chapter de�ning and reviewing
relevancy in CTI.

All discussed works only analyze the received data itself without taking the process of
receiving the data into account.

Most implementations aggregate received STIX into a combined worldview, while Guardia
takes suspicious �les, emails or any other type of possible malicious content and tries
to analyze and enrich it. Thus, the metrics and scores calculated from this approach
must also be calculated di�erently compared to most other approaches available in the
literature.

12



CHAPTER 3
Possible Approaches

This chapter introduces di�erent approaches to quantify quality and information in CTI.
First, the general requirements are speci�ed based on the nature of SOAR platforms
and their case-based approach. Then, various metrics from the literature are brie�y
explained and compared. Finally, an approach is proposed, which is then implemented in
Chapter 4.

3.1 Requirements

The chosen metric should be able to re�ect the quality and information of all participating
services of a playbook run by providing one or more metrics which a security analyst can
examine. These metrics should give a clear indication of what the source does best and
in what areas it is lacking. For example, a service may provide detailed malware reports,
but without any references to support them.

Important to note is that the calculation of metrics should happen with every playbook
run. The metrics should also consider metrics that result from this case-based approach,
i.e. the time until the service responds or how much one call to the service costs. Another
important addition is also that the data to be analyzed is in the STIX data format, so
the metrics should be able to handle graph data.

So based on these requirements, the following points have been noted for metrics ap-
proaches to test against:

ˆ Able to rate CTI in the data format STIX

ˆ Able to compare di�erent sources between each other

ˆ Able to be used on a snapshot

13



3. Possible Approaches

ˆ Extensible

ˆ Without human input

ˆ Have a continuous value

Snapshot in this context means it should be possible to rate a single STIX bundle without
any additional historical data.

3.2 Possible STIX Metrics

The following section highlights approaches found in literature to rate CTI data.

3.2.1 FeedRank by Meier et al.

FeedRank by Meier et al. [30] is a feed ranking approach developed in 2018 at ETH
Zürich. It is based on the PageRank [31] algorithm, made famous by its usage by the
search engineGoogle. It assumes that when a source is more relevant, other feeds will
incorporate its contents within their feed.

The calculation of the FeedRank works in three stages, as seen in Figure 3.1.

Figure 3.1: The three steps of FeedRank: Feed Collection, Correlation Graph & Contri-
bution Analysis and Feed Rating. Source [30].

The correlation graph works by taking at least two snapshots and comparing entries
between them. If sourceA provided entry X at time t and sourceB provided X at time
t +1 , sourceB implicitly con�rms source A. Weighting is done based on how many entries
are from another source divided by the total sum of entries of a source. Additionally,
a dampening factor d is calculated by taking the average path lengthl , based on the
average number of feeds that list an entry and dividing one by it, see Equation (3.1).

d = P(continue) = 1 � P(stop) = 1 �
1
l

(3.1)

The contribution analysis yields a metric measuring how much of the worldview is
supplied by a single CTI source. This measurement is calculated by determining which

14



3.2. Possible STIX Metrics

source listed an object �rst. Meier et al. [30] do not describe the FeedRank equation
mathematically. But given the PageRank equation taken from Brin and Page [32], see
Equation (3.2), with the addition of N , which is omitted from the formula in the paper
but required for the statement �Note that the PageRanks form a probability distribution
over web pages, so the sum of all web pages' PageRanks will be one.� (Brin and Page
[32]) to hold true [33], Equation (3.3) can be formulated for the FeedRank.

PR(pi ) =
1 � d

N
+ d

X

pj 2 M (pi )

PR(pj )
L (pj )

(3.2)

FR(t i ) =
1 � d

N
+ d

X

t j 2 in (t i )

FR(t j )
jout(t j )j

(3.3)

where t i is a source within the worldview, d is the dampening factor,N is the number
of sources observed,in (t i ) are the sources linking tot i and jout(t j )j is the number of
sources referenced byt j .

3.2.2 Trust and Quality Tool by Mavzer et al.

The Trust and Quality Tool (TQM) by Mavzer et al. [34] is a plugin for the CTI sharing
software ECHO - Early Warning System (E-EWS), designed at Bournemouth University
in cooperation with VisionSpace Technologies and Telefonica Global Services. It is
designed to measure the trust and quality of CTIs within the E-EWS system, and in
their work, the authors de�ned multiple metrics to measure trust and quality metrics.

The work di�erentiates between two metrics, trust and quality, which are broken down
into multiple metrics. The Trustworthiness metric contains the metrics Partner Sharing
Activity (p.s.a.), Sector of Activity (s.c.) , Certi�ed Cybersecurity (c.c.), Previous Ticket
Ratings (p.t.r.), Privacy (p.) and Partner Sector (p.s.). The metric Quality is de�ned by
Completeness(t.c.), Freshness(t.f.), Timeliness (t.t.), Extensiveness(t.e.) and Relevance
(t.r.).

Unfortunately, the underlying metrics of the trustworthiness parameter are not further
de�ned; while there is a textual description of how they are determined, no formulas
are given to implement said metrics programmatically. For example, the description for
Privacy says, �The metric is de�ned by an external tool to check if the content includes
personally identi�able information� (Mavzer et al. [34]), this leaves much of the de�nition
and implementation to the programmer.

However, the metrics for the quality parameter are more de�ned and can be implemented
as is. The authors also list two kinds of computations; one initial computation and
one formulated after their research; only the improved version will be described in the
following pages. The improvements are based on feedback from experts and try to mimic
their rating of certain metrics.
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Completeness

Completeness re�ects the number of �lled-in mandatory parameters. The computation
happens based on �xed values; a base score of+40 is assigned to every object. If the
object contains at least one attachment, a further+20 is added. One or more references
yield an additional +15, one or more facets+25.

Extensiveness

The extensiveness metric is based on the number of attachments, references or facets
connected to the object. It is not based on a continuous function; instead, a table is used
to assign a score to the object, see Table 3.1. For example, an object containing one
attachment, four references and two facets will receive the score10 + 20 + 25 = 55.

Count

Type 1 2 3 4 5

Attachments +10 +25 +35 +35 +35
References +10 +15 +20 +20 +30
Facets +15 +25 +35 +35 +35

Table 3.1: The extensiveness computation [34].

Freshness

Freshness is the currency of the information presented in the object. Like the extensiveness
metric, it uses a table-based scoring, with more recent objects receiving a higher score
than older objects, see Table 3.2.

Days Score

0-3 100
3-7 90
7-15 80
15-30 70
30-90 60
90-120 50
120-150 40
150-180 30
180-270 20
270-365 10
365+ 0

Table 3.2: The freshness computation [34].
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Aggregation of metrics

The two base metrics, Trustworthiness and Quality are calculated using a weighted
sum of their sub-metrics. Equation (3.4) shows the calculation of the trustworthiness,
Equation (3.5) the calculation of quality, where w(x) is a function returning the weight
for metric x. Finally, both metrics are combined into the CTI rating CTI.R. by simply
adding both metrics together, as seen in Equation (3.6).

T = w(p:s:a:) � p:s:a:+ w(s:c:) � s:c:+ w(c:c:) � c:c:+ w(p:t:r ) � p:t:r: + w(p:s:) � p:s: (3.4)

Q = w(t:c:) � t:c: + w(t:f: ) � t:f: + w(t:t: ) � t:t: + w(t:e:) � t:e: + w(t:r: ) � t:r: (3.5)

CT I:R: = T + Q (3.6)

3.2.3 Measuring and visualizing cyber threat intelligence quality by
Schlette et al.

In 2020, Schletteet al. [35] introduced data quality (DQ) metrics based on STIX. The
authors propose three di�erent levels of DQ dimensions,Report, Object and Attribute ,
see Figure 3.2. Before assessing any properties, the authors de�ned a ground truth to
base their calculations on, see Equations (3.7) to (3.11).

Two sets of attributes are de�ned, required attributes A r , see Equation (3.7), and
optional attributes Ao, see Equation (3.8). Furthermore, STIX Domain Objects and
STIX Relationship Objects are a speci�c subset consisting of required and optional
attributes, see Equation (3.9). All objects contained in the worldview are described byO
and may be of type SDO or SRO, see Equation (3.10). Finally, a reportR consists of a
subset of all objects contained inO, see Equation (3.11).

A r = f ar jar required by STIX 2g (3.7)

Ao = f aojao optional in STIX 2 g (3.8)

SDO; SRO � (A r [ Ao) (3.9)

O = f ojo 2 (SDO [ SRO)g (3.10)

R = f r � Og (3.11)

Concise representation

Concise representation tries to quantify duplicate entries in the data. It does so by
comparing one object with all the other objects via semantic text similarity. The authors
propose theSimhash [36] algorithm as an example. A thresholdt is set, if the similarity
of an object to any other object o2 stays below it, it is classi�ed as unique, else it is
classi�ed as duplicate, see Equation (3.12).

CR(o) =

(
1 if similarity (o1; o2) < t

0 else
(3.12)
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